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1. Background 

It is known that the confinement measures adopted in various countries to contain and to 

combat the Covid-19 pandemic generated, in many activities where it is possible, a 

considerable increase of the use of telework, through the use of information and 

communication technologies. These latter permit the communication between companies 

and their employees and allow for the continuity of the businesses albeit with some 

understandable limitations. 

Resorting to telework raises, however, important questions to the employer, mainly related 

to the exercise of some of its powers, notably the powers of direction and control of the 

performance of work to which the employee is obligated under the employment 

agreement. Likewise, remote work performed at the employee’s domicile raises 

understandable security concerns associated with the fear that not all the measures 

required for the appropriate protection of the company’s confidential information are 

adopted. 

It is true that nowadays companies have available a number of technologies that even 

remotely permit the monitoring of the work performance, either in terms of productivity or in 

terms of work time, as well as some control over the possible misuse of the company’s 

information. 

Thus, the question (and the challenge), even in an exceptional environment such as that 

created by Covid-19, is not the lack of means to monitor the work performance, but rather 

the necessary conformity of such means with the legal protection of employees’ personal 

data and privacy, in order to avoid the infringement of such rules and the applicable 

sanctions. In this regard, it is helpful to remind that the violation of the provisions of the 
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General Data Protection s Regulation (“GDPR”)1 are punishable with fines that may go up 

to 20 million euros or, in the case of an undertaking, up to 4 % of the total worldwide annual 

turnover of the preceding financial year, whichever is higher. 

It should be pointed out that the issues raised by the remote monitoring of the work 

performance through information and communication technologies are not exclusive of 

telework situations. However, it is in that context that they become more relevant since the 

work is performed from the employee’s domicile, raising additional privacy concerns.  

2. The position of the Article 29 Working Party in respect of the remote control of the 

work performance 

As regards the protection of employees’ personal data in the context of the labour 

relationship, it should be borne in mind that the issue of the remote monitoring of the work 

performance has already been assessed by various authorities, notably the Article 29 

Working Party2, in the Opinion it has adopted on 8 de June 2017 (“Opinion 2/2017 on data 

processing at work” concerned with Directive 95/46/EC, of 24 October 1995, but having 

already the GDPR into account). 

The Article 29 Working Party, referring to the use of information technologies at the work 

location  considered that “whilst the use of such technologies can be helpful in detecting 

or preventing the loss of intellectual and material company property, improving the 

productivity of employees and protecting the personal data for which the data controller is 

responsible, they also create significant privacy and data protection challenges”.. 

The Article 29 Working Party added that “employers may only collect the data for legitimate 

purposes, with the processing taking place under appropriate conditions (e.g., 

proportionate and necessary, for a real and present interest, in a lawful, articulated and 

transparent manner), with a legal basis for the processing of personal data collected from 

or generated through electronic communications”. 

As regards the legal basis for processing employees’ personal data, in the said Opinion it is 

observed that in principle the employee’s consent is not valid, given the unbalance 

                                                      

1 Regulation (EU) 2016/679, of 27 April 2016. 

2 The Article 29 Working Party was a body with an advisory status created by Article 29 of Directive 95/46/EC, de 24 October 1995, on the protection of 

individuals with regard to the processing of personal data, meanwhile replaced by the European data protection board, created by the GDPR, which 

repealed Directive 95/46/EC.     
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between the employer and the employee, which puts in question the requirement that such 

consent must be freely given. 

The legal basis for processing employees’ data (not considering here the possible processing 

of special categories of data, known as sensitive data3) shall thus be, in principle, the fact 

that the processing is either necessary for the performance of the employment agreement 

by the employer4, or is necessary for compliance with a legal obligation to which the 

employer is subject5 or is necessary for the purposes of a legitimate interest pursued by the 

employer6.  

In respect of the legitimate interest, the Article 29 Working Party has considered in the said 

Opinion that in order to be invoked “the purpose of the processing must be legitimate, and 

the chosen method or specific technology with which the processing is to be undertaken 

must be necessary for the legitimate interest of the employer. The processing must also be 

proportionate to the business needs, i.e. the purpose, it is meant to address. Data processing 

at work should be carried out in the least intrusive manner possible and be targeted to the 

specific area of risk”.    

It has further considered that “[t]he legitimate interest of employers can sometimes be 

invoked as a legal ground, but only if the processing is strictly necessary for a legitimate 

purpose and the processing complies with the principles of proportionality and subsidiarity. 

A proportionality test should be conducted prior to the deployment of any monitoring tool 

to consider whether all data are necessary, whether this processing outweighs the general 

privacy rights that employees also have in the workplace and what measures must be taken 

to ensure that infringements on the right to private life and the right to secrecy of 

communications are limited to the minimum necessary”. 

                                                      

3 Data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic 

data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person's sex life or 

sexual orientation (see Article 9 GDPR). 

4 Legal basis currently contemplated in Article 6 (1) (b) of the GDPR. 

5 Legal basis currently contemplated in Article 6 (1) (c) of the GDPR. 

6 Legal basis currently contemplated in Article 6 (1) (f) of the GDPR. 
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The said processing must also comply with the principles related to the processing of 

personal data7, as well as ensure that the rights of the data subjects are respected, notably 

as regards transparency and information8. 

3. The CNPD resolution of 16 July 2013 

In Portugal, the Portuguese Supervisory Authority, the National Commission for Data 

Protection [“Comissão Nacional de Proteção de Dados” (“CNPD”)] has also and to a 

certain extent expressed its views about the monitoring of the work performance through 

the use of information technologies, in its Resolution 1638/2013, adopted on 16 July 2013, 

regarding the processing of personal data arising out of the control of the use for private 

purposes of information and communication technologies in the labour context.   

In the said resolution, the CNPD, invoking the prohibition, in Article 20 of the Labour Code 

(“LC”), of use of remote surveillance means in the work location, through the use of 

technological equipment for the purposes of controlling the professional performance of 

the employee (except if such use is for the purposes of protection of safety and security of 

individuals or assets or if specific requirements related to the nature of the activity justify it), 

determines that “in no case shall be permitted the use by the employer of systems of 

applications that permit to see, follow or monitor the actions that an employee performs in 

his/her computer without his/her knowledge, or that permit to search or obtain information 

produced or stored by this latter”.  

4. The relevant legal framework 

The relevant question is to determine whether (and how) companies facing an exceptional 

situation arising out of the confinement measures imposed to contain and combat the 

Covid-19, which generated a more general resort to telework, may use the remote  

monitoring of the work performance through information and communication technologies 

for the purposes of, notably, controlling the employees’ productivity and compliance with 

work times. 

                                                      

7 Currently established in Article 5 of the GDPR (the principles of lawfulness, fairness and transparency, of purpose limitation, of data minimization, of 

accuracy, of storage limitation, of integrity and confidentiality and of accountability).  

8 See Articles 12 et seq. of the GDPR. 
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In this respect, one should take into account that the GDPR permits that the Member States 

govern, by law or collective agreements, matters related to the processing of employees’ 

personal data in the labour context9. 

As regards Portuguese law addressing the monitoring of the work performance, Article 20 of 

the LC abovementioned must be taken into account, a provision that, it should be 

reminded, prohibits the use of remote surveillance means in the work location, through the 

use of technological equipment for the purposes of controlling the professional 

performance of the employee, unless such use is for the purposes of protection of safety 

and security of individuals or assets or unless specific requirements related to the nature of 

the activity justify it.  

Law no. 58/2019 of 8 August (which implements the GDPR in the Portuguese legal order), 

must also be taken into account, since it establishes, as a general rule, that the employees’ 

personal data may be processed for the purposes and within the limits set forth notably in 

the LC10. 

According to the said law, pursuant to the LC personal data recorded through the use of 

video systems or other remote surveillance technological means may only be used within 

criminal proceedings, and such images and personal data may further be used also “for 

the purposes of assessment of disciplinary responsibility, to the extent that they are used 

within the criminal proceedings”11. 

It must further be noted that while article 29 of Decree-Law no. 10-A/2020, of 22 April (which 

establishes exceptional and temporary measures related to the epidemic Covid-19 

situation), determines that during its applicability the employer may unilaterally impose the 

telework regime, such provision does not include any exception to the application to such 

regime of the abovementioned rules, in both the LC and in Law 58/2019, regarding the 

remote monitoring of the work performance. 

 

                                                      

9 Notably for the purposes of the recruitment, the performance of the contract of employment, including discharge of obligations laid down by law or 

by collective agreements, management, planning and organisation of work, equality and diversity in the workplace, health and safety at work, 

protection of employer's or customer's property and for the purposes of the exercise and enjoyment, on an individual or collective basis, of rights and 

benefits related to employment, and for the purpose of the termination of the employment relationship (see Article 88 (1) GDPR). 

10 See Article 28 (1) of Law no. 58/2019. 

11 See Article 28 (4) and (5) of Law no. 58/2019. 
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5. The CNPD guidelines of 17 April 2020 

In view of the doubts that have meanwhile been raised in respect of the remote control of 

the work performance, regarding both the activity and the compliance of the work times 

by the employees covered by the telework regime, the “Guidelines on the remote control 

in the telework regime” adopted by the CNPD on 17 April 2020 (adopted within the 

framework of the powers vested on the CNPD by Article 57 (1) (b) and (d) and Article 58 (1) 

(b), both of the GDPR) are particularly important. With those guidelines the CNPD intends to 

“ensure the conformity of the processing of employees’ personal data with the data 

protection legal regime and to minimize the impact of telework on privacy”.   

The CNPD, noting the lack of any special provision governing the remote monitoring of the 

work performance, concludes that the abovementioned prohibition in article 20 LC of use 

of remote surveillance means in the work location is fully applicable to telework. It further 

adds that the same conclusion would inevitably be reached by virtue of the application of 

the proportionality and personal data minimization principles.  

Thus, the CNPD considers that certain technological solutions that permit the remote control 

of the work performance are not permitted, insofar as they are tools that make an excessive 

collection of employees’ personal data “promoting the control of the work in a detail much 

higher than the one that may legitimately be carried out in the context of the work 

performed in the employer’s location”. As examples, the CNPD points out certain software 

that “besides tracing the time of work and of inactivity, record the webpages visited, the 

location in real time, the usage of peripheral devices (mouse and keyboard), capture the 

image of the work environment, watch and record the time of access to an application, 

control the document being worked and record the corresponding time spent in each task 

(v.g., TimeDoctor, Hubstaff, Timing, ManicTime, TimeCamp, Toggl, Harvest)”. 

According to the CNPD, the imposition on the employee of the obligation of remaining with 

the video camera permanently connected, or (“in principle”) the recording of 

teleconferences with the employee are also not permitted. 

With regards to the control of work times, the CNPD seems to be more flexible in respect of 

the use of technological solutions specific for telework, provided such solutions only make 

the same records as those made in connection with the work performed in the company’s 

locations (typically, the start and end of the daily work performance, as well as the 

permitted breaks). In the absence of these solutions the CNPD considers that it is 

“exceptionally” legitimate to impose on the employee the sending of “email, SMS or any 

other similar manner” that permits the employer to, notably, verify “the availability of the 

employee and the work times”. In the CNPD’s opinion, such control may further be made 

by the company by telephone or electronic contact. 
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The CNPD’s guidelines at issue may naturally be subject to criticism, notably as regards the 

lack of examples of solutions that do not compromise the compliance with the data 

protection and privacy rules and permit, especially in a context that, in practice, imposes 

the resort to telework, a more effective “remote” exercise of the employer’s power of 

direction (for instance, sending occasionally to an employee a question in order to verify 

this latter’s availability should not be problematic). In any event, we think that they constitute 

a contribution of undeniable importance, insofar as they permit to anticipate, albeit with 

some uncertainty, the position of the supervisory authority in respect of the actual measures 

that a company intends to put in place. 

************** 
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